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Who believes he or she is not in the [consumer] cloud yet?
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Cloud success stories beyond your smartphone
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1. A Few Quick Facts
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Cloud Sourcing: Five Properties

Common usage 
of physical 
resources

Immediate 
adaptability to 
changing 
demands in resouces

Comprehensive
network access

Pay-per-use
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transparently 
managed by 
CSP

Three Main Service Models

Technical overview:

User Layer

Hardware Infrastructure

Virtualization Layer transparently 
managed by 
CSP

transparently 
managed by 
CSP
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Examples
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Marketplace for IaaS Products
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Cloud Broker
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Three Main Service Models

Technical overview:

User Layer

Hardware Infrastructure

Virtualization Layer transparently 
managed by 
CSP
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Three Main Service Models

Technical overview:

User Layer

Hardware Infrastructure

Virtualization Layer
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The “Cloud Washing” Problem 
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 w

w
w.theknow

list.com



16

G. Vossen: Breathing in the Clouds

Four Modes of Cloud Operation

Internet

Private 
Cloud

Company 1

Public 
Cloud

Public 
Cloud

Private 
Cloud

Community 
Cloud

Company 2 Company 3

Company 4 Company 5

Hybrid
Cloud

Company 6
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Cloud Benefits

Economies of scale w.r.t. hardware and software
Easy accommodation of demand fluctuations
No local installations w/ upgrades, patches, service 
packs, etc.
End of inefficient utilization of server resources
No big upfront investments
Extensive technical support
Continuous participation in technological advances
“Pay-as-you-go” business model (as known from other 
commodities, e.g., water, electricity)
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So what makes it so popular for individuals?

 No manual backups

 Automatic service maintenance

 Alerts about almost anything (if you want)

 Cheap pricing (e.g., for music)

 Better selectivity (e.g., for albums)
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2. Bright Spots in the Cloud
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NASA JPL – Landing of Mars Rover “Curiosity”

Landing in August 2012
Broadcast via live stream 
3+ M viewers

Based on Adobe as well as 
AWS products for

Streaming
Monitoring & provisioning of 
additional infrastructure
Content delivery 
& load balancing
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Netflix

Netflix: “Watch TV shows & movies anytime, anywhere. For 
one low monthly price.”

Runs movie rental and on-demand streaming to 30+ M customers
In 2011 responsible for approx. 1/3 of the entire US downstream traffic
Data centers still not their core competency
Therefore moved to AWS in 2008

Why Amazon? Can provide the power and scalability that 
Netflix requires

What is done in the cloud?
Transcoding (2009), Streaming (2010)
Own products as PaaS based on AWS

(
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– Market Replay

Stock exchange info for replay and analysis, allowing users to 
view consolidated quote and trade data

Replay data is available intraday as soon as 15 min after it occurs
1+ PB of compressed trading data, adding 50+ GB every day

Storage is using Amazon S3
Each object contains 10 min of trading data per share
Access application is based on Adobe AIR
using Data-on-Demand API

Advantages achieved by cloud exploitation
Cost reduction
Shorter Time-to-Market (1/3 of what it was before)
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Customers include

• KLM Royal Dutch Airlines
• Well Fargo Bank
• Spotify
• OpenTable
• Hire A Hubby
• Chipotle Mexican Grill
• Caesar’s Entertainment
• Vodafone

Wheelz example:
• Australian company 

connecting people that need to 
use a car to car owners who 
are willing to lend theirs for an 
hourly rate

Wheelz uses Desk.com
• to manage new leads, existing 

customer relationships, and 
strategic initiatives, and 

• to track every customer touch 
point from initial sign up to the 
most recent rental experience
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 A startup from the University of Münster, winner of the 
ERCIS Launch Pad 2010

 An intelligent, personal assistant for the automatic 
management of all paper-based as well as digital 
documents in a single system

 Complete and digital file cabinet

 https://www.fileee.com/
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3. What Makes the Air Thin

S
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 SMEs cannot afford a private cloud, so they need to go 
public

 Yet they are insufficiently prepared

 They are afraid of (among others)
 Preparation overhead
 Storing data in the cloud
 Trusting the CSP
 Provider lock-in
 Complexity of migration

Air Thinners
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Tedious Service & Provider Selection
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Lack of Trust in the Cloud



29

G. Vossen: Breathing in the Clouds

2010 Study among German SMEs
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Study, cont’d

in Proc. 12th Int. Conf. on Web Information System Engineering (WISE), 
October 2011, Sydney, AU
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The Good News: SMEs, you’re not alone!

 Check the provider‘s reputation

 Check which SLAs can be specified
 Check the price models offered
 Check the controlling options
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The Cloud is not reversible, so what can we do?

Strategy development considering four major 
dimensions
Structured provider selection
Cloud intermediaries
CCO introduction
Employ monitoring tools such as CloudSleuth or 
CloudHarmony
Service-level agreements (SLAs)
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The Four Dimensions

Cloud
Computing

Economic
Dimension

Legal
Dimension

Technical
Dimension

Organizational
Dimension
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Strategy

Preparation & 
Planning

Provider 
Selection

Contract 
Negotiation 
& Detailed 
Planning

Implementation & 
Migration Operation
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For Step 1: EVACS Method

EVACS = Economic Value Assessment of Cloud Sourcing  CloudAsia 2013
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(Buy-Side Hybrid) Cloud Intermediary

CLOSER 2013
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The New CCO Role



39

G. Vossen: Breathing in the Clouds

4. What Makes the Atmosphere Bad
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The “Cloud Washing” Problem, cont’d 

A survey by Six Degrees Group has found that
45% of IT decision makers feel that ‘cloud-washing’ by 

marketing departments at technology brands is an 
increasing problem;
83% feel that cloud service providers could do more to 
demystify the cloud;
82% of IT decision makers say that their cloud-computing 
provider is not listening to them;
51% of business decision makers believe that 
technology companies are guilty of using too much 
jargon, compared to 24% for Government, 16% for 
bankers and only 9% for lawyers.

from
 w

w
w.theknow

list.com
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Data Losses

Aberdeen Group study, February 2013:
data losses reported by SaaS users:
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Security Issues: Theft, Exposition, Leakage

A hacker stole the names, birthdates and possibly 
credit-card numbers for 77 M people who play online 
videogames through Sony's PlayStation console, April 
2011
Online shoe store Zappos hacked, January 2012, 
exposing the names, e-mail addresses, addresses, 
phone numbers and partial credit card numbers of 24 M 
customers
Data leakage at LinkedIn and Last.fm, Summer 2012; 
passwords easily computable due to simple hashes
Data leakage at Dropbox, July 2012 customer data 
stolen from the dropbox of an employee
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Forrester blog, January 2013
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What Studies Show
61% of users reuse passwords across multiple services 
and 44% of consumers change their password at most 
once a year (CSID Consumer Survey 2012)

90+ % of user-generated passwords are vulnerable to 
hacking, according to a Deloitte report, January 2013
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Legal Issues

Applicable laws vary from one country to the next
In Germany alone, cloud users and CSPs need to 
consider

Telekommunikationsgesetz (TKG) 
Bundesdatenschutzgesetz (BDSG)
Strafgesetzbuch (StGB)
Abgabenordnung (AO)
Versicherungsaufsichtsrecht (VAG)
Betriebsverfassungsgesetz (BetrVG)

Most critical: protection of personal data
What is the CSP willing to sign a contract about?
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5. What the Cloud Enables
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What the cloud enables, cont’d

Crowdsourcing, crowdfunding
Health care – big time
Public security – Boston Marathon example
Traffic management
Energy management
Smart homes
Marketplaces for data

… to mention just a few areas and applications
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Crowdsourcing, crowdfunding

New ways of working, developing ideas, funding projects
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If you think crowdsourcing isn’t serious business ….

Projects exploring the potential of hybrid 
human/computer systems for database query 
processing:

CrowdDB (UC Berkeley)
Qurk (MIT)
sCOOP  (UC Santa Cruz)

Idea is that human workers can perform query 
operations such as subjective comparisons, fuzzy 
matching for predicates and joins, entity resolution, 
etc. These extensions can greatly extend the 
usefulness of a query processing system.
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Molplex

Clouds Against Disease
computational platform
run by Molplex, 
Newcastle University, and 
Microsoft Research 
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Smart Traffic Cloud Singapore

Singapore trials a traffic management system that could 
improve the monitoring of the city-state’s roads by using 
geo-location data captured from drivers’ smart phones
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Cloud-Assisted Design for Autonomous Driving

MIT‘s CarSpeak Project
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Smart Homes

Heating  is 
controlled 
according to 
time of day

Electrical 
appliances are 
switched on 
and off

Lighting is 
coordinated 
and switched 
on/off

Remote control 
even possible 
from your 
smartphone

Central 
control and 
configuration 
via PC

Source: www.alsoactebis.com/ec/cms2/de/1010/content/solutions/smarthome_2/smarthome_3.jsp
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Data Marketplace Outline

Source: Muschalle, Stahl, Löser, Vossen: Pricing Approaches for Data Markets; 
Proc. BIRTE 2012
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Other Developments

ERTICO – Intelligent 
Transport Systems and 
Services for Europe
E-Health (23andme, Fitbit)
Big data processing in 
social media (e.g., Twitter 
index)
Germany’s energy u-turn, 
i.e., the decision to phase 
out nuclear power by 2022  
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6. A Forecast
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57
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Sales Volume of Cloud Computing in Germany 

Business Cloud
Consumer Cloud

Forecast



59

G. Vossen: Breathing in the Clouds

What else is happening

Heavy investing by public funding agencies
BMWi‘s Trusted Cloud Program: www.trusted-cloud.de/
TRESOR, CLOUDwerker, SensorCloud, cloud4health in 
Germany
Cloud Control in Sweden
VERDIKT in Norway
Andromède in France
NSF, USA

Government initiatives such New Zealand‘s Cloud 
First Strategy, an all-of-government approach to 
cloud computing (similar to the G-Cloud in the UK)
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Trends (not an exhaustive list)

The personal cloud, where business and leisure meet, will get 
bigger thanks to BYOD and COPE
Cloud interoperability, portability
Cloud standards for configuration, management, security, 
storage, communication 
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A Warning from CEET in Australia
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The End
“Cloud computing might be more accurately described as 'sky 
computing,' with many isolated clouds of services which IT customers 
must plug into individually. ... the idea of loosely coupled services
running on an agile, scalable infrastructure should eventually make 
every enterprise a node in the cloud. It's a long-running trend with a far-
out horizon. But among big megatrends, cloud computing is the 
hardest one to argue with in the long term.“ Gruman & Knorr, Infoworld
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Further Reading

http://www.crowdsourcing.org
“the industry website”

Acatech‘s Future Business Cloud Initiative:
http://www.acatech.de/de/projekte/laufende-
projekte/future-business-clouds.html

http://en.wikipedia.org/wiki/International_Cloud_Atlas


